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DETAILED ACTION 

1. The response of 9/19/2007 was received and considered. 

2. Claims 1-5, 8-16, 19-25, 28-34 ; 37-43, 46-52 & 55-63 are pending. 

Response to Arguments 

3. The amendment to the specification and claims overcomes the objections to the specification 
and rejections of the claims under 35 U.S.C. §112, as set forth in the previous office action. 

4. Applicant's arguments filed 9/19/2007 have been fully considered but they are not persuasive. 

5. In response to applicant's argument (specifically, p. 14, H3 8t p. 17, H3) that the examiner has 
combined an excessive number of references (4 and 3, respectively), reliance on a large number of 
references in a rejection does not, without more, weigh against the obviousness of the claimed 
invention. See In re Gorman, 933 F.2d 982, 18 USPQ2d 1885 (Fed. Cir. 1991). In the case of 
cryptography and security, much of the art is a collection of tools such as encryption techniques often 
combined in various ways to accomplish a task. Such a combination is.often based on well known 
principles or qualities associated with those techniques. Therefore, the examiner maintains that the fact 
that 3 or 4 references are combined to show various techniques is not a showing of non-obviousness. 

6. Applicant's response (pp. 14-15) shows Applicant's interpretation of the examiner's application 
of the references, specifically alluding to the fact that the application of the references appears 
inconsistent. In short (for example, claim 1), Lee is cited for disclosing key distribution in a broadcast 
system. This concept is both old and well known, where keys have different validity periods and are 
changed through a set of encryptions, where key 1 encrypts key 2, key 2 encrypts key 3 and eventually 
key N encrypts the data. Wasilewski is cited for teaching the application of asymmetric cryptography in 
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broadcast distribution. A problem exists in the first distribution system encryption techniques in that 
key 1 needs to be maintained along with all other key l's from different subscribers. Wasilewski 
discloses that a top key in the hierarchy is a private key, which means that the service provider has a 
public key that it uses. This is useful because it allows the service provider the flexibility to not transfer 
endless keys because if the public key 1 is "compromised" from the service provider, the key cannot be 
used to decrypt key 2. This is common knowledge in cryptography and the primary utility of asymmetric 
cryptography. Tsuria teaches a networking technique that is notoriously well known in the art of 
computer, security, networking, etc. Tsuria teaches that it is well known to make devices wireless for 
the purpose of eliminating physical cables, and hence well known to receive data that would normally 
travel through a communication cable over the air. This technique is ubiquitous. Daly is cited for 
teaching a video distribution system where the set top box sends it's public key to a headend in the form 
of a digital certificate. Digital certificates are well known (X.509 is one standard), such that if a user 
wants to engage another user in asymmetric cryptography, the second user must have the public key 
that corresponds to the first user's public key. This allows, among other things, the first user to not have 
a pre-established relationship with the second user. In other words, this allows the first user to choose 
at any time a second user with whom to communicate securely and to simply give the second user the 
first user's public key. This concept is also very well known. To address concerns of the wording of the 
claim rejections, claim 1 is used again as an example. Lee teaches distributing a key corresponding to a 
key in the terminal, receiving a secret key encrypted by the distributed key, decrypting the secret key 
with the key in the terminal, receiving an access key at the terminal encrypted by the secret key and 
decrypting the access key at the terminal with the secret key. Wasilewski teaches motivation for the 
distributed key to be a public key and the terminal's key to be a private key. Tsuria teaches motivation 
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for exchanging the keys over the air (wirelessly). Daly teaches motivation for distributing the key over 
the air from the terminal, since Lee's distribution is silent as to the method. Therefore, for example, 
Tsuria's "over the air" contribution to the art affects the limitations that contain the phrase "over the 
air" (limitations 1 and 2 of claim 1). 

7. Applicant's response (p. 16, HI) again argues the number of references. However, the number 
of references is alone irrelevant. As described above, because the limitations are taught to be well 
known and have well known motivation for use in the references, the combination of the well known 
concepts is maintained as reasonable. 

8. Applicant's response (p. 16, HI) argues that the examiner's reasons for combining are merely 
conclusionary. However, as described above and in the rejections themselves, motivation exists in the 
references and to one having ordinary skill in the art. The example given with Daly is known to one of 
ordinary skill in the art when reading the reference. Specifically, the passing of the public key allows the 
subscriber to place an order to interactive programming material. 

9. Applicant's response (p. 16, HI) argues that the examiner fails to consider the negative aspects 
of the combinations. However, the combinations neither destroy the references nor render the 
references' inventions unacceptable for their intended purposes. Applicant gives an example that the 
"negative aspects of transmitting keys for encryption "over-the-air" are never addressed by the 
Examiner". However, MPEP 15.04 states that "Once a prima facie case of obviousness has been 
established, the burden shifts to the applicant to rebut it, if possible, with objective evidence of 
nonobviousness." Therefore, it is not the responsibility of the office to discuss at length the positives 
and potential negatives of every possible combination. The burden of non-obviousness shifts to 
applicant to point out specific errors affecting the assertion of obviousness. However, in the interests of 
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a complete record, a common "negative aspect" of transmitting a key over the air is the risk of 
interception by an adversary. However, a public key is just that, public. Hence no negative in the realm 
of these references exists if the public key is intercepted. Further, the sending of encrypted keys over 
the air also does not suffer negative consequences of interception because without the private key, the 
secret key could not be obtained. 

10. Applicant's response (p. 16, H4) relies on the same impermissible hindsight arguments with 
respect to claim 1, regarding claims 5, 8, 13-16, 22-25, 31-34, 40-43, 49-52 & 58-61. However, it must be 
recognized that any judgment on obviousness is in a sense necessarily a reconstruction based upon 
hindsight reasoning. But so long as it takes into account only knowledge which was within the level of 
ordinary skill at the time the claimed invention was made, and does not include knowledge gleaned only 
from the applicant's disclosure, such a reconstruction is proper. See In re McLaughlin, 443 F.2d 1392, 
170 USPQ 209 (CCPA 1971). As explained above, the knowledge used in combining the references not 
only appears in the references, but is also well known to those having ordinary skill in the art. 
Therefore, the rejections are maintained as not relying on impermissible hindsight. 

11. Applicant's response (p. 16, U5 relating to claim 60) argues that the examiner has not addressed 
the limitation "user identification module". However, the specification gives no clear description of the 
metes and bounds of the term "user identification module". Although the claims are interpreted in light 
of the specification, limitations from the specification are not read into the claims. See In re Van Geuns, 
988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993). Therefore, since Lee clearly discloses a processor (see 
Fig. l's SSTV subscriber receiver), which, as modified, performs the functions set forth in the claim 
limitations, Lee discloses a processor in a user identification module. 



r 
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12. Applicant's response (p. 17, 112) relies on the same argument with respect to claim 60 above. 
However, this argument is not persuasive, as described above. 

13. Applicant's response (p. 17, 1)3) argues that the examiner is using hindsight. However, as 
described above, it must be recognized that any judgment on obviousness is in a sense necessarily a 
reconstruction based upon hindsight reasoning. But so long as it takes into account only knowledge 
which was within the level of ordinary skill at the time the claimed invention was made, and does not 
include knowledge gleaned only from the applicant's disclosure, such a reconstruction is proper. See In 
re McLaughlin, 443 F.2d 1392, 170 USPQ 209 (CCPA 1971). As explained above, the knowledge used in 
combining the references not only appears in the references, but is also well known to those having 
ordinary skill in the art. Therefore, the rejections are maintained as not relying on impermissible 
hindsight. 

14. Applicant's response (p. 17, last paragraph) incorporates a previous argument into this 
response. Therefore, the examiner relies on the noted response given previously to this argument 
(previous office action, p. 3, line 10). 

Claim Rejections - 35 USC § 103 

15. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of 
this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art 
to which said subject matter pertains. Patentability shall not be negatived by the manner in "which the invention was made. 
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16. Claims 9-12, 19-21, 28-30, 37-39, 46-48, 55-57 & 62-63 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over U.S. Patent Re. 33,189 to Lee et al. (Lee) in view of U.S. Patent 5,870,474 to 
Wasilewski et al. (Wasilewski) and U.S. Patent 6,424,947 to Tsuria et al. (Tsuria). 

Regarding claims 9, 28, 46 & 62, Lee discloses receiving a key (user ID) corresponding to a 
private key (user ID, col. 3, lines 28-42), encrypting the secret key (key) with the key (user ID, col. 3, lines 
42-64), sending the encrypted secret key (key, col. 3, lines 1-22), receiving the access key (random 
number) at the terminal (subscriber receiver) encrypted by the secret key (key, col. 4, lines 1-22) and 
decrypting the access key (random number) at the terminal (subscriber receiver) by the secret key (key, 
col. 3, line 28 - col. 4, line 22). Lee lacks a public key. However, Wasilewski teaches that in video 
distribution, the top key in the hierarchy of keys is a private key stored in a set top unit (col. 8, lines 44- 
47) where the second level key is encrypted with the public key which corresponds with the intended 
set top unit (col. 8, lines 39-41) because using a public key system obviates the need to securely transfer 
an endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers to communicate 
with the set top unit (col. 10, lines 45-46). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to utilize a public/private key pair as a 
replacement for the user ID and distribute a public key (to service providers) from the terminal (set top 
unit) and from a directory. One of ordinary skill in the art would have been motivated to perform such a 
modification because it obviates the need to securely transfer an endless hierarchy of keys and allows 
multiple service providers to communicate with the set top unit as taught by Wasilewski (col. 8, lines 34- 
47 8t col. 10, lines 45-46). As modified, Lee lacks receiving the public key over the air and sending the 
encrypted secret key over the air. However, Tsuria teaches a system where a wireless subscriber unit 
receives television transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a 
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physical cable connection, as shown in Fig. 2 (#106 & #110). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify Lee to use a wireless 
terminal and therefore, receive the public key from the terminal (once it is generated, as taught by 
Wasilewski) over the air and to send the secret key over the air (television communications). One of 
ordinary skill in the art would have been motivated to perform such a modification to gain the known 
benefits of wireless computing devices, such as the elimination of direct cable connections, as taught by 
Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). 

Regarding claims 10, 20, 29, 38, 47 & 56, Lee discloses the secret key being a registration key 
(col. 2, lines 41-51). 

Regarding claims 11, 21, 30, 39, 48 & 57, Lee discloses the secret key being a temporary key (key 
of the month, col. 3, lines 28-42). 

Regarding claims 12 & 63, Lee discloses deriving a short key (PN sequence is generated, coL 4, 
lines 15-18) at the terminal based on the access key (random number), receiving encrypted broadcast 
content (video) at the terminal and decrypting the encrypted broadcast content at the terminal using 
the short key (PN sequence, col. 3, line 28 - col. 4, line 22). 

Regarding claims 19, 37 & 55, Lee discloses distributing a key (user ID) corresponding to a 
private key (user ID, col. 3, lines 28-42), receiving a secret key (key, col. 3, lines 42-64) encrypted by the 
key (user ID, col. 3, lines 42-64), decrypting the secret key (key) by the private key (user ID, col. 4, lines 
1-22), encrypting the access key (random number) by the secret key (key, col. 3, lines 42-64) at the 
content provider (service provider) and sending the encrypted access key (random number, col. 3, line 
28 - col. 4, line 22) from the content provider. Lee lacks a public key. However, Wasilewski teaches that 
in video distribution, the top key in the hierarchy of keys is a private key stored in a set top unit (col. 8, 
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lines 44-47) where the second level key is encrypted with the public key which corresponds with the 
intended set top unit (col. 8, lines 39-41) because using a public key system obviates the need to 
securely transfer an endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers 
to communicate with the set top unit (col. 10, lines 45-46). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify Lee to utilize a 
public/private key pair as a replacement for the user ID and distribute a public key (to service providers) 
from the terminal (set top unit) and from a directory. One of ordinary skill in the art would have been 
motivated to perform such a modification because it obviates the need to securely transfer an endless 
hierarchy of keys and allows multiple service providers to communicate with the set top unit, as taught 
by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks distributing the public 
key over the air and receiving the secret key over the air. However, Tsuria teaches a system where a 
wireless subscriber unit receives television transmissions over the air (RF link) (col. 9, lines 35-48) to 
eliminate the need for a physical cable connection, as shown in Fig. 2 (#106 & #110). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was made to 
modify Lee to use a wireless terminal and therefore, to receive the secret key over the air (television 
communications). One of ordinary skill in the art would have been motivated to perform such a 
modification to gain the known benefits of wireless computing devices, such as the elimination of direct 
cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). 



17. Claims 1-5, 8, 13-16, 22-25, 31-34, 40-43, 49-52 & 58-61 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Lee in view of Wasilewski, Tsuria and U.S. Patent 5,878,141 to Daly et aL 
(Daly). 
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Regarding claims 1, 22, 40 & 58, Lee discloses distributing a key (user ID, col. 3, lines 28-42), 
receiving at the terminal (subscriber receiver) a secret key encrypted by the key (user ID, col. 4, lines 1- 
22), decrypting the secret key (key) with the key (user ID, col. 4, lines 1-22) at the terminal (subscriber 
receiver), receiving the access key (random number) at the terminal (subscriber receiver) encrypted by 
the secret key (key, col. 4, lines 1-22) and decrypting the access key (random number) at the terminal 
(subscriber receiver) by the secret key (key, col. 4, lines 1-22). Lee lacks a public key. However, 
Wasilewski teaches that in video distribution, the top key in the hierarchy of keys is a private key stored 
in a set top unit (col. 8, lines 44-47) where the second level key is encrypted with the public key which 
corresponds with the intended set top unit (col. 8, lines 39-41) because using a public key system 
obviates the need to securely transfer an endless hierarchy of keys (col. 8, lines 34-37) and allows 
multiple service providers to communicate with the set top unit (col. 10, lines 45-46). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was made to 
modify Lee to utilize a public/private key pair as a replacement for the user ID and distribute a public key 
(to service providers) from the terminal (set top unit) and from a directory. One of ordinary skill in the 
art would have been motivated to perform such a modification because it obviates the need to securely 
transfer an endless hierarchy of keys and allows multiple service providers to communicate with the set 
top unit, as taught by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks 
distributing the public key over the air and receiving the secret key over the air. However, Tsuria 
teaches a system where a wireless subscriber unit receives television transmissions over the air (RF link) 
(col. 9, lines 35-48) to eliminate the need for a physical cable connection, as shown in Fig. 2 (#106 & 
#110). Therefore, it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Lee to use a wireless terminal and therefore, distribute the public key 
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from the terminal (once it is generated, as taught by Wasilewski) over the air and to receive the secret 
key over the air (television communications). One of ordinary skill in the art would have been motivated 
to perform such a modification to gain the known benefits of wireless computing devices, such as the 
elimination of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). As 
modified, Lee lacks distributing the public key over the air from the terminal (STU). However, Daly 
teaches a video television distribution system (Fig. 3) where the head end server handles both financial 
transactions and video distribution (col. 9, lines 8-15) that supports two-directional communication 
(interactive, col. 9, lines 8-15) and where a wireless distribution structure is anticipated (col. 9, lines 35- 
39). The Daly system purchases data by authenticating the components to the head end system (col. 14, 
lines 10-18) by exchanging digital certificates between the STB (set top box) and the head end (col. 15, 
lines 10-26), where the head end can reply using the STB's public key (col. 15, lines 23-26) from the 
certificate (col. 14, lines 27-32). Since Lee, as modified by Wasilewski, uses a public key of the STU to 
encrypt the top key in the hierarchy, it would have been obvious to purchase programming by 
exchanging public keys between the set top unit and the head end and then use the exchanged keys for 
communication, as taught by Daly. One of ordinary skill in the art would have been motivated to 
perform such a modification to perform interactive program ordering of services from the head end, as 
taught by Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & col. 15, lines 10-26). 

Regarding claims 2, 14, 23, 32, 41, 50 8t 59, Lee discloses the secret key being a registration key 
(col. 2, lines 41-51). 

Regarding claims 3, 15, 24, 33, 42 & 51, Lee discloses the secret key being a temporary key (key 
of the month, col. 3, lines 28-42). 
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Regarding claim 4, Lee discloses deriving a short key (PN sequence is generated, col. 4, lines 15- 
18) at the terminal based on the access key (random number), receiving encrypted broadcast content 
(video) at the terminal and decrypting the encrypted broadcast content at the terminal using the short 
key (PN sequence, col. 3, line 28 - col. 4, line 22). 

Regarding claims 5, 25, 43 8t 60, Lee discloses distributing a key (user ID, col. 3, lines 28-42), 
receiving the broadcast access key/key encrypted by the key (user ID) and decrypting the broadcast 
access key (key) by the private key (user ID, col. 4, lines 1-22). Lee lacks a public key. However, 
Wasilewski teaches that in video distribution, the top key in the hierarchy of keys is a private key stored 
in a set top unit (col. 8, lines 44-47) where the second level key is encrypted with the public key which 
corresponds with the intended set top unit (col. 8, lines 39-41) because using a public key system 
obviates the need to securely transfer an endless hierarchy of keys (col. 8, lines 34-37) and allows 
multiple service providers to communicate with the set top unit (col. 10, lines 45-46). Therefore, it 
would have been obvious to one having ordinary skill in the art at the time the invention was made to 
modify Lee to utilize a public/private key pair as a replacement for the user ID and distribute a public key 
(to service providers) from the terminal (set top unit) and from a directory. One of ordinary skill in the 
art would have been motivated to perform such a modification because it obviates the need to securely 
transfer an endless hierarchy of keys and allows multiple service providers to communicate with the set 
top unit as taught by Wasilewski (col. 8, lines 34-47 8t col. 10, lines 45-46). As modified, Lee lacks 
distributing the public key over the air and receiving the broadcast access key over the air. However, 
Tsuria teaches a system where a wireless subscriber unit receives television transmissions over the air 
(RF link) (col. 9, lines 35-48) to eliminate the need for a physical cable connection, as shown in Fig. 2 
(#106 & #110). Therefore, it would have been obvious to one having ordinary skill in the art at the time 
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the invention was made to modify Lee to use a wireless terminal and therefore, distribute the public key 
over the air (once it is generated, as taught by Wasilewski) and to receive the broadcast access key over 
the air (television communications). One of ordinary skill in the art would have been motivated to 
perform such a modification to gain the known benefits of wireless computing devices, such as the 
elimination of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 & #110). As 
modified, Lee lacks distributing the public key over the air from the terminal (STU). However, Daly 
teaches a video television distribution system (Fig. 3) where the head end server handles both financial 
transactions and video distribution (col. 9, lines 8-15) that supports two-directional communication 
(interactive, col. 9, lines 8-15) and where a wireless distribution structure is anticipated (col. 9, lines 35- 
39). The Daly system purchases data by authenticating the components to the head end system (col. 14, 
lines 10-18) by exchanging digital certificates between the STB (set top box) and the head end (col. 15, 
lines 10-26), where the head end can reply using the STB's public key (col. 15, lines 23-26) from the 
certificate (col. 14, lines 27-32). Since Lee, as modified by Wasilewski, uses a public key of the STU to 
encrypt the top key in the hierarchy, it would have been obvious to purchase programming by 
exchanging public keys between the set top unit and the head end and then use the exchanged keys for 
communication, as taught by Daly. One of ordinary skill in the art would have been motivated to 
perform such a modification to perform interactive program ordering of services from the head end, as 
taught by Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & col. 15, lines 10-26). It is noted 
that the user identification module of Lee is equated to Lee's SSTV subscriber receiver (see Fig. 1) as it 
includes a processor performing the functions of Lee. 

Regarding claims 8 & 61, Lee discloses deriving a short key (random number) at the terminal 
(col. 4, lines 13-18) based on the access key (key), receiving encrypted broadcast content (video) and 
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decrypting the encrypted broadcast content (video) using the short key (random number, col. 3, line 28 - 
col. 4, line 22). 

Regarding claims 13, 31 & 49, Lee discloses receiving a key (user ID, col. 3, lines 28-42) at the 
content provider (service provider), encrypting a secret key (key) using the key (user ID, col. 3, lines 42- 
64) at the content provider, sending from the content provider the encrypted secret key (key, col. 4, 
lines 1-5), encrypting the access key (random number) using the secret key (key, col. 3, lines 42-64) at 
the content provider (service provider) and sending the encrypted access key (random number, col. 4, 
lines 1-22) from the content provider. Lee lacks a public key. However, Wasilewski teaches that in video 
distribution, the top key in the hierarchy of keys is a private key stored in a set top unit (col. 8, lines 44- 
47) where the second level key is encrypted with the public key which corresponds with the intended 
set top unit (col. 8, lines 39-41) because using a public key system obviates the need to securely transfer 
an endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers to communicate 
with the set top unit (col. 10, lines 45-46). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify Lee to utilize a public/private key pair as a 
replacement for the user ID and distribute a public key (to service providers) from the terminal (set top 
unit) and from a directory. One of ordinary skill in the art would have been motivated to perform such a 
modification because it obviates the need to securely transfer an endless hierarchy of keys and allows 
multiple service providers to communicate with the set top unit as taught by Wasilewski (col. 8, lines 34- 
47 & col. 10, lines 45-46). As modified, Lee lacks performing the steps over the air (using a wireless 
communication structure). However, Tsuria teaches a system where a wireless subscriber unit receives 
television transmissions over the air (RF link) (col. 9, lines 35-48) to eliminate the need for a physical 
cable connection, as shown in Fig. 2 (#106 & #110). Therefore, it would have been obvious to one 
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having ordinary skill in the art at the time the invention was made to modify Lee to use a wireless 
terminal and therefore, to send the secret key over the air (television communications). One of ordinary 
skill in the art would have been motivated to perform such a modification to gain the known benefits of 
wireless computing devices, such as the elimination of direct cable connections, as taught by Tsuria (col. 
9, lines 35-48 & Fig. 2 #106 & #110). As modified, Lee lacks receiving the public key over the air at the 
content provider (STU). However, Daly teaches a video television distribution system (Fig. 3) where the 
head end server handles both financial transactions and video distribution (col. 9, lines 8-15) that 
supports two-directional communication (interactive, col. 9, lines 8-15) and where a wireless 
distribution structure is anticipated (col. 9, lines 35-39). The Daly system purchases data by 
authenticating the components to the head end system (col. 14, lines 10-18) by exchanging digital 
certificates between the STB (set top box) and the head end (col. 15, lines 10-26), where the head end 
can reply using the STB's public key (col. 15, lines 23-26) from the certificate (col. 14, lines 27-32). Since 
Lee, as modified by Wasilewski, uses a public key of the STU to encrypt the top key in the hierarchy, it 
would have been obvious to purchase programming by exchanging public keys between the set top unit 
and the head end and then use the exchanged keys for communication, as taught by Daly. One of 
ordinary skill in the art would have been motivated to perform such a modification to perform 
interactive program ordering of services from the head end, as taught by Daly (col. 9, lines 8-15, col. 9, 
lines 35-39, col. 14, lines 10-32 & col. 15, lines 10-26). 

Regarding claims 16, 34 & 52, Lee discloses receiving a key (user ID, col. 4, lines 1-22) at the 
content provider (service provider), encrypting the broadcast access key (key) at using the key (user ID, 
col. 3, lines 42-64) at the content provider and sending the encrypted broadcast access key (key, col. 3, 
lines 42-64) from the content provider. Lee lacks a public key. However, Wasilewski teaches that in 
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video distribution, the top key in the hierarchy of keys is a private key stored in a set top unit (col. 8, 
lines 44-47) where the second level key is encrypted with the public key which corresponds with the 
intended set top unit (col. 8, lines 39-41) because using a public key system obviates the need to 
securely transfer an endless hierarchy of keys (col. 8, lines 34-37) and allows multiple service providers 
to communicate with the set top unit (col. 10, lines 45-46). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify Lee to utilize a 
public/private key pair as a replacement for the user ID and distribute a public key (to service providers) 
from the terminal (set top unit) and from a directory. One of ordinary skill in the art would have been 
motivated to perform such a modification because it obviates the need to securely transfer an endless 
hierarchy of keys and allows multiple service providers to communicate with the set top unit as taught 
by Wasilewski (col. 8, lines 34-47 & col. 10, lines 45-46). As modified, Lee lacks receiving the public key 
over the air and sending the encrypted broadcast access key over the air. However, Tsuria teaches a 
system where a wireless subscriber unit receives television transmissions over the air (RF link) (col. 9, 
lines 35-48) to eliminate the need for a physical cable connection, as shown in Fig. 2 (#106 & #110). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify Lee to use a wireless terminal and therefore, to send the encrypted broadcast 
access key over the air (television communications). One of ordinary skill in the art would have been 
motivated to perform such a modification to gain the known benefits of wireless computing devices, 
such as the elimination of direct cable connections, as taught by Tsuria (col. 9, lines 35-48 & Fig. 2 #106 
& #110). As modified, Lee lacks receiving the public key over the air at the content provider. However, 
Daly teaches a video television distribution system (Fig. 3) where the head end server (content 
provider) handles both financial transactions and video distribution (col. 9, lines 8-15) that supports two- 
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directional communication (interactive, col. 9, lines 8-15) and where a wireless distribution structure is 
anticipated (col. 9, lines 35-39). The Daly system purchases data by authenticating the components to 
the head end system (col. 14, lines 10-18) by exchanging digital certificates between the STB (set top 
box) and the head end (col. 15, lines 10-26), where the head end can reply using the STB's public key 
(col. 15, lines 23-26) from the certificate (col. 14, lines 27-32). Since Lee, as modified by Wasilewski, 
uses a public key of the STU to encrypt the top key in the hierarchy, it would have been obvious to 
purchase programming by exchanging public keys between the set top unit and the head end and then 
use the exchanged keys for communication, as taught by Daly. One of ordinary skill in the art would 
have been motivated to perform such a modification to perform interactive program ordering of 
services from the head end, as taught by Daly (col. 9, lines 8-15, col. 9, lines 35-39, col. 14, lines 10-32 & 
col. 15, lines 10-26). 

Commensurate with the method description above, the means for distributing the public key 
correspond with the set top unit, as modified above, the means for receiving the public key correspond 
with the headend and then service provider, as modified above, the means for receiving the secret key 
or broadcast encryption key correspond with the set top unit, as modified above, and the means for 
sending the secret key or broadcast access key correspond with the headend and service provider. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner 
should be directed to Michael J. Simitoski whose telephone number is (571) 272-3841. The examiner 
can normally be reached on Monday - Thursday, 6:45 a.m. - 4:15 p.m.. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Kambiz Zand can be reached on (571) 272-3811. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained 
from either Private PAIR or Public PAIR. Status information for unpublished applications is available 
through Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer 
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR 
CANADA) or 571-272-1000. 

December 12, 2007 
Michael J. Simitoski 
/Michael J. Simitoski/ 



